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Radiation
Thermal extremes
Long nights
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Disruptions are inevitable

Cascading consequences

Limited foresight
Constrained resources
Degradation, repairs
Uncrewed periods
Communication delays &
blackouts

Bandwidth limitations
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Opportunities

~

Tiny, low-power sensors
Pervasive computing
Predictive science

Artificial intelligence
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Resilient ExtraTerrestrial Habitats Institute

Mission: To facilitate the realization of
resilient and autonomous habitats

Resilience Thrust: Architecture
» Choose the right design features and tools to be resilient

Awareness Thrust: Detection+Diagnosis+Decisions
» Detect damage and disruptions, diagnose, support decision-making

Robotics Thrust: Enable Action
» Increase scope of interventions that can be carried out autonomously
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Resilient ExtraTerrestrial Habitats Institute

LEVEL <0> :: NODES
LEVEL <1>:: VARIABLES, SYSTEMS &
EVENTS
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Resilient ExtraTerrestrial Habitats Institute @ E m
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Resilient
has the ability to react to, survive
and recover from a wide range of
disruptions
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Resilient ExtraTerrestrial Habitats Institute
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Resilience-based Design RETH
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Design, evaluate, and select safety controls for foreseen and \__/.
unforeseen disruptions using a resilience framework

Create a framework to design a
habitat for resilience.

How can we evaluate and select
safety controls to maximize
resilience?
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INSTITUTE

Design, evaluate, and select safety controls for foreseen and L
unforeseen disruptions using a resilience framework

Resilience-based Design é h f- m

Performance

Disruption

Create a framework to design a
habitat for resilience. Py

How can we evaluate and select P : ;
safety controls to maximize . Recovery
resilience? | - Action
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Design, evaluate, and select safety controls for foreseen and N
unforeseen disruptions using a resilience framework

Resilience-based Design @ Em

Performance

Disruption

o

T T

-

Reco\:/e ry
Action

t1 t2 t3 t4 Tln"']e

Funded by the National Aeronautics and Space Administration




Resilience-based Design

Meteorite Impact on the Dome

Structural Protective
Layer
Breached

ST is breached

Interior Environment
Temperature/Pressure
Drop

ECLSS Compensation

More Power Demand

Solar PV Nuclear Radiator ECLSS Radiator Panels
Array Panels (60%, 80% of them)
Dust Accumulation Dust Accumulation Dust Accumulation
25%, 30% decrease Energy storage
. system may be Secondary loop
in generated .
o drawn to supply temperature increase

subsystems

Efficiency of cooling
system decrease

More power
consumption
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Resilience-based Design

E
7 disruptions, 19 triggers, ©)
217 hazardous states, and 786 safety controls N’
Subsystem level System level .
Hazardous States Hazardous States Habitat level

Nominal State Hazardous States
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Disruptions
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Resilience-based Design RETH

Requirements
Identification
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Control Effectiveness
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effectiveness of a safety
control implementation
strategy to mitigate its
target hazard
lterate to meet
performance, resilience,
% and other requirements .
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R & ~== measure of effectiveness
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Autonomous Operation & Situational Awareness

Assess onboard monitoring, diagnostic reasoning, and task ®\__/.
execution to recover from foreseen and unforeseen disruptions
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Autonomous Operation & Situational Awareness

Assess onboard monitoring, diagnostic reasoning, and task .\__/.
execution to recover from foreseen and unforeseen disruptions

HEALTH MANAGEMENT SYSTEM Command & Control (C2)
CDCM digital twin
sensor Fault Detection & Diagnostics E .
measurements R

HabSim CDHS 1 FDD SPL 1 FDD SPL2 g r
FDD TM Leak
%} inspection output

agent state

resource state
> — Diagnostic Reasoner
y

command signal

Physical & Cyber components
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Autonomous Operation & Situational Awareness
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Physical
Components

Transfer

Machine Systems
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FDD Location: Habitat
Delay: N/A

HMS Priority: TM Damage
Configuration: Crewed

Habitat Location:
Lunar Surface Temp.:

Habitat TM Temp. Setpoint:

Lunar Equator

-173°C

(Lunar Night)

22°C

Simulation Time:

01:47:55

Hrs Min Sec

Conceptual Habitat Diagram:

Scenario Dashboard Cyber Systems (RT Machine)

Episode: SPL and TM Damage
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Physical Systems (Measured)

Disruption: [EZNELEr Y U ELERE Interior g
2 M\m NN
Temperature: 2 oy
SPL System: v T gzu-
) 0 € T a5 1 15 2 25 3
% Time [hours]
e E TM System: —o ON
aso
& Power z2r
20 — Consumption: %
E 0'_\ —Undamaged Panel 3 “ ! I
g-20 —Damaged Panel .
g-40; o 05 1 15 2 25 3
2 -!30U ; ; 3 Time [hours]
Time [hours] Indoor Unit g%
Stored Energy: Agent System: Refrigerant fe
Status: Free Temperature: & |
m] Power - IH—EJ 20 Oullet — Inlat
Demand: 0.00 kW -:’}; ©¥ T - pmufs] e
Health Management System
=EE # Standby
FDD Output JENEEEY DR Output e it S
:  Unknown
FDD SPL: Faulty : Good [ TM 2
FDD TM: Healthy SusnBecdt SPL19
o a 3




Autonomous Operation & Situational Awareness

Physical & Cyber components
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Scenario Dashboard Cyber Systems (RT Machine) Physical Systems (Measured)

Episode: SPL and TM Damage
FDD Location: Habitat

Delay: N/A
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Autonomous Operation & Situational Awareness = ETT r
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Scenario:

Episode “SPL Damage” on “FDD on Habitat” Design
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Scenario:

Episode “SPL Damage” on “FDD on Habitat” Design
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Hazards Challenges Opportunities
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Some of the Lessons We Have Learned

Al is going to be more and more relevant for the
management of our complex systems with deep
informational dependencies. Current safety and
resilience engineering frameworks do not account for
these classes.

Control effectiveness and resilience potential metrics
help assess safety controls from early development to
detailed design. Control effectiveness focuses on foreseen
hazards, while resilience potential addresses unforeseen
hazards.

The opportunity to work with real hardware — i.e., a
testbed that is modular and reconfigurable — is essential to
reveal the real challenges and allows for testing ideas.

Access to reliable, documented data sets is critical for
tackling questions about modeling, fault detection, digital
twins, and interconnectedness.
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Resilient and Smart

Extraterrestrial Habitats
Coming soon, ~May 2025
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