
I’ve been asked to talk
“for about 7 minutes” on

Risks Analysis of Emerging 
Technologies with High 

Uncertainty 
and also about 

Overconfidence
and to do it with 5 slides.

M. Granger Morgan (NAS Sec 64)
Department of Engineering and Public Policy
Carnegie Mellon University
https://engineering.cmu.edu/directory/bios/morgan-m-granger.html

I’ll stick to the 7-minute time constraint but violate the 5-slide constraint.



Here is a standard framework for 
risk analysis

If you would like, later we  can come back to talk more about these several parts
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But, let’s focus on just a few issues, 
starting with these first two boxes

When there is 
uncertainty, out of the 
analysis we do in these 
first two boxes we may be 
able to obtain  probability 
distributions for the 
effects of interest 
that might look 
something like this Level of the effect
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Where do we get the probabilities?
From available data whenever possible…
…from expert judgment when those 
data do not exist…
…and, if there aren’t any real experts, 
and/or the specific evidence is so poor 
that eliciting experts is not a defensible 
strategy, using order of magnitude and 
bounding analysis.
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When uncertainty is high, and 
consequences could be serious, we 
should exercise caution
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An example of overconfidence
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Forecast of LCOE of solar electricity in 2030, $/kWh

Elicited cumulative distribution functions of the likely 
future costs of photovoltaic technology in 2030 obtained 
from seven energy experts in 2009-10.

Image from: Savage, T., Davis, A., Fischhoff, B., & Morgan, M. G. (2021). A strategy to improve expert 
technology forecasts. Proceedings of the National Academy of Sciences, 118(21), e2021558118.

2019 price
$0.032-$0.043

None of the 
distributions  include 
the price achieved 
just 10 year later!
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Overconfidence is 
Ubiquitous 

In 21 different studies involving over 10,000 assessment questions people 
were asked to assess 98% confidence intervals in a variety of judgments. 

This histogram reports that value of the "surprise index,” fractionn of the time 
answer lies outside the assessed 98% confidence interval (ideal value = 2%)

These results indicate clearly the ubiquitous tendency to overconfidence (i.e., 
assessed probabilities that are too narrow). A more detailed summary is 
provided in Morgan and Henrion, Uncertainty, Cambridge, 1990.

Ideal
value

2%

7



One more example for experts

Published estimates of the speed of light.  The light gray boxes that 
start in 1930 are the recommended values from the particle physics group that 
presumably include an effort to consider uncertainty arising from systematic error.  
Note that for over two decades the reported confidence intervals on these 
recommended values did not include the present best-measured value.  Henrion 
and Fischhoff (1986), from which this figure is combined and redrawn, report that 
the same overconfidence is observed in the recommended values of a number of 
other physical constants. 8



A few issues involving the next two boxes

John D. Steinbruner

9



Before his untimely death, security expert 
John Steinbruner and colleagues…
…worked on managing the risks 
posed by synthetic biology.  That 
work  focused on biology that 
entailed risks that are much more 
immediate, and presumably larger, 
than those we are considering 
today.

BUT, one key contribution from 
their work was a set  of arguments 
about the importance of being 
open and transparent about the 
research.

So
ur

ce
: 
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This suggests the need to  
  consider this balance

Risk of not being 
sufficiently open 
and transparent 

about the 
research

Risk that wide
publicity will 

stimulate 
ideological 
opposition

Image source: Data Force 11
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With that I’ll say thanks.

I’ll be happy to talk more 
about any of this during the 
discussion.
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